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TABLETOP EXERCISE

Purpose

The purpose of this exercise is to provide the participants with an opportunity to respond to a WMD scenario to:

· Familiarize participants with state and local Terrorism Annexes;

· Discuss issues raised by the scenario that lead to decision making similar to that required by an actual incident;

· Identify potential issues that must be addressed in the response; and

· Identify the appropriate agency of assignment for addressing the issue.

Materials

The following materials are required for this exercise:

· Tabletop exercise Student Manual; 

· Annex T (Terrorism) to the State Emergency Operations Plan; and/or

· Model Local Government Terrorism Annex.

INSTRUCTIONS
Follow the steps below to conduct the exercise:

1. Before conducting this exercise read the Background for the Incident and for the scenario and each scenario update carefully to ensure that you understand the scenario, and the flow of information.

2. Set up the exercise

3. The exercise presents a chemical terrorism scenario that will require the participants to analyze their plans, policies, and procedures to answer questions about how the state/local government will respond to the incident.

4. New information about the scenario will be introduced at intervals throughout the exercise.  This information will require the group to re-evaluate the situation, make decisions based on the new data, and adjust their strategy accordingly.

5. The questions posed are for discussion and intended to help them become familiar with the plans.  No one is in any particular role.

6. Use the handout materials to respond to the discussion questions.

7. The exercise will last approximately 3 hours.

 SARIN FACT SHEET

Description:  Sarin is a very toxic organophosporus compound that has biological activity similar to that of many insecticides.  Sarin presents a hazard in both vapor and liquid form.  Under temperate conditions, the liquid is clear, colorless, and mostly odorless.  Sarin causes hyperactivity in muscles, glands, and nerves.

Non-military Use:  There is no non-military use.  Threat of human exposure exists in research laboratories, in storage facilities, and from terrorists.

Health Effects:  Sarin is among the most toxic chemical agents.  Initial effects from small amounts of the agent differ depending on the route of exposure.

· Vapor Exposure:  After a small liquid vapor exposure, there is the immediate onset of effects in the eyes (small or pinpoint pupil [miosis], redness, eye pain, dim vision), the nose (rhinorrhea), and airways (some degree of shortness of breath because of bronchoconstriction and secretions).

· Liquid Exposure:  After a small liquid exposure, there may be an asymptomatic interval of up to 18 hours before the onset of sweating and the formation of bundles of nerve fibers at the site of the droplet, which may be followed by nausea, vomiting, and diarrhea.

After exposure to a large amount of Sarin by either liquid or vapor, there is a sudden loss of consciousness, convulsions, copious secretions, apnea, and death.  However, there is usually an asymptomatic interval of minutes after liquid exposure before these occur; effects from vapor occur almost immediately.

Antidotes:  Atropine and pralidoxime are effective if administered before circulation fails.  There is no evidence that nerve agents cause cancer or development effects.

Environmental Fate:  Sarin will react with water to produce toxic vapors.  Open-pit burning or burying of Sarin is prohibited.  Sarin mixes with water and would be mobile in surface and ground water should a release occur.  However, because of its rapid hydrolysis, Sarin is not a long-term water contaminant of concern.  Most Sarin spilled will be lost by evaporation.  There is no long-term

Impact on health and environment.

 BACKGROUND FOR THE INCIDENT

In this scenario, a terrorist group has obtained several gallons of Sarin nerve agent (GB), and put some of the liquid nerve agent into two one-gallon pressurized metal containers with aerosol release valves.  The Sarin containers were placed inside open-top trash cans inside the Charleston Town Center Mall.  The Mall is three story with an open center to the roof.  Both canisters were placed in the center of the Mall around the pond.  The third floor of the Mall contains a large food court area where many people from the surrounding business district eat their lunch.  The containers were released simultaneously during the lunch hour.  The release dispersed the Sarin contained in each canister into the atmosphere, directly contaminating many people.

The ventilation system and open center rapidly carried the agent throughout the building.  The release has the potential to affect everyone within the building, people in the parking structure, and people along Lee  and Quarier Streets.

The effects of a Sarin release of this form (aerosol) are instantaneous.  Symptoms may include blurred vision, breathing difficulty, gastrointestinal distress, skeletal-muscle paralysis, seizures, loss of consciousness, and death.  All victims of a Sarin attack will not show the same degree of symptoms.  Symptoms exhibited will be based on the concentration of the agent to which each victim has been exposed.

It should be apparent that a nerve agent is involved.  However, responders cannot identify the type of agent released.  Emergency Medical Services (EMS) personnel responding to the scene have Occupational Safety and Health Administration (OSHA) training and should recognize some of the symptoms.  If not, the sequence of events and the massive number of casualties should indicate that a gaseous release has occurred.  

Vehicular access to the incident site is complicated by the fact that the release causes general panic, which leads to spontaneous evacuation of surrounding buildings.  Furthermore, many of the first responders are exposed to the Sarin because they are unaware of the nature of the incident when they arrive.

At some point, it should be obvious that the casualties require decontamination before allowing treatment by unprotected medical personnel or before transporting them for further treatment.  Additionally, casual exposure to the agent increases the number of casualties.  In the case of Sarin, a non-persistent agent, casual exposure should not be a major issue, but it must be seriously considered.  Persons exposed to very small amounts of the agent show limited symptoms and can be treated successfully if the symptoms are noted in time and the proper antidotes (e.g., atropine) are available.  Senior public officials should expect countless individuals exhibiting symptoms based on stress and hysteria, rather than actual exposure, and should plan accordingly.
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Time:  1 hour

SCENARIO

Date:  ______________________________

Weather Forecast:  _________________________________________________________________

Current Temperature:  ______________________________________________________________

Wind Speed and Direction:  __________________________________________________________


Time

12:30 PM


Description
The Charleston Town Center Mall maintains a large number of shoppers any time during the day.  The Third level food court does a large business during the lunch hour from the surrounding area offices.  During the lunch hour the parking structure is congested with higher than normal traffic.  

Time

12:35 PM

12:45 PM

12:50 PM

1:00 PM

Description

The 9-1-1 dispatch center for Charleston receives a call from a member of the Mall Security Force reporting that dozens of people have collapsed throughout the Mall and are gasping for air and convulsing.  Many more are incapacitated and having breathing difficulties.  A large portion of the Mall Security Force is incapacitated.  Evacuation of the building has begun but help is needed.

The 9-1-1 operator immediately dispatches fire, police, and Emergency Medical Services (EMS) personnel to the scene.

By now multiple calls have been received by the 9-1-1 operators reporting people throughout the Mall, in the parking structure, and along the street near the entrances to the Mall are down and in need of medical assistance.

As the first fire, police, and EMS units arrive at the scene and initiate emergency response operations, individuals are evacuating the Mall and there is extreme congestion in the parking Structure and on Quarrier St.   Because of the activity around the Mall area, people on the street are moving to the scene to see what is happening.  The combination of panicked people and vehicles results in several accidents on Quarrier St. and Lee St. blocking access to the Mall for responding emergency vehicles.

First responders at the scene report that people inside and outside the Mall appear to have been exposed to an unidentified substance.  Many of the victims are convulsing and asphyxiating while a smaller number, inside the building, are shaking uncontrollably and sweating profusely.  Others are complaining of blurred vision and difficulty breathing.  Many individuals on the main floor of the Mall near the five affected entrances appear to have died and others are unconscious or severely incapacitated. Immediate medical assistance is required.

The Charleston Fire Department requests additional hazmat response assistance from Dupont Chemical and surrounding fire departments.

Some of the victims who where outside of the building and where less affected, have gone to the Women and Children’s Hospital and Columbia St. Francis Hospital to seek treatment.

At the time of the Sarin release a local news station receives a phone call from a group claiming responsibility.  The group presents their political demands and indicates that more devices have been placed around the Mall building and if their demands are not met, they will remotely activate the devices.  In accordance with station policy the phone call is taped.

The station tries to determine if this is a legitimate call.  They call the Charleston Police Department to see if they know anything.  During the call the station

Time

1:15 PM

1:25 PM

Description

provides the threat information and demands.  A messenger is sent to the Police with a copy of the taped phone call.

The Charleston Police Chief notifies the Mayor that a potential terrorist incident has taken place and provides the Mayor with the reported demands.  

The Police Chief assigns a senior officer to assume command of the incident and directs that the City of Charleston Emergency Services Coordinator be notified.

Emergency Services Coordinator notifies the Kanawha County Director of Emergency Management that the City of Charleston is activating their EOC and that assistance is required from the Sheriff’s Office and Public Health.

The Police Chief contacts the Kanawha County Sheriff to formally notify them of a potential terrorist attack, provide information on the incident and the City’s response, and to request assistance. 

The Kanawha County Sheriff notifies the Superintendent of the State Police and requests assistance from the State Police.  The Director of Emergency Services is instructed to activate the EOC.

The Superintendent notifies the FBI’s Special-Agent-in-Charge in Charleston requesting the FBI initiate a Crisis Management response. 

The Superintendent notifies the Secretary of Military Affairs and Public Safety and recommends that the Governor be notified and the Crisis Management Task Force, Threat Assessment Team and the Threat Management Team be activated.

The Superintendent notifies the Director of the West Virginia Office of Emergency Services and the State Fire Marshal.

On-scene commanders report that the city’s ambulance and EMS resources will be fully committed and request that Charleston Area Medical Center (CAMC), Women and Children’s Hospital, and Columbia St. Francis Hospital be notified to receive multiple patients once decontaminated.  

Medical teams believe that a chemical nerve agent caused the symptoms seen, but can not identify the specific agent.

Many of the first responders who were involved with helping the immediate victims are now exhibiting similar symptoms and are incapacitated severely limiting the available resources.

Time

1:30 PM

1:35 PM

1:45 PM

1:50 PM


Description

All area hospitals are notified to close their emergency rooms and establish decontamination and treatment centers outside.

Charleston Fire and EMS personnel establish a casualty collection point upwind from the Mall and begin setting up equipment and supplies for mass decontamination.

West Virginia State Police dispatch one Special Response Unit to the Mall to establish a unified command with local law enforcement.

The television station sends a news crew to the scene to begin reporting live interrupting normal broadcasting to re-play the conversation with the group claiming responsibility.

Local medical facilities report to Public Health an influx of persons with symptoms similar to those described at the scene visiting their offices.

Other stations and networks pick up on the broadcast and send their news crews to the scene.  Major networks link with their local affiliates and begin broadcasting live. Reporters request information regarding the City’s response to and preparedness for this type of incident.  

Local businesses around the Mall area begin to spontaneously evacuate as the news reports are received.  Traffic on the local streets is highly congested with multiple traffic accidents as individuals try to leave the area.  Access to the Mall area for emergency vehicles and equipment is almost completely blocked.

The Special Agent from the Charleston office of the FBI has requested through the Pittsburgh office a full Crisis Management Response and has arrived onscene to assume command.

Charleston Area Medical Center reports that their emergency room is overwhelmed and they are activating their mass casualty disaster plan.  They also report that some of their personnel are exhibiting similar symptoms as the patients and need additional medical staff.

Other area hospitals report that their emergency rooms are operating at near full capacity and are also activating their mass casualty disaster plans.  Those area hospitals that began receiving patients before the notification to close their emergency rooms report that some of their staff are also exhibiting symptoms similar to those of the victims.

Charleston Area Medical Center reports that tissue samples have been taken from several victims and packaged as “extreme biohazard.”  They are requesting

Time

2:00 PM

2:05 PM

Description

assistance from Public Health in transporting to a laboratory for analysis and identification of the agent.

Outside the mall the agent that has escaped into the environment is spreading on the wind and the resulting plume necessitates a full scale evacuation of downwind areas.  This evacuation includes the full evacuation of Women’s and Children’s hospital that is located within the plume.

The City of Charleston makes a formal request for all available transportation to aid in the evacuation of the downwind areas that will be affected by the plume.

A FBI Terrorist Team is dispatched to Charleston to assume command of the Crisis Management Operation.  

West Virginia OES activates the SEOC.

The Mayor of Charleston proclaims an emergency and requests the Governor to proclaim and request the President to declare the area a major disaster.

DISCUSSION QUESTIONS
1. At this point in the response is this a Crisis Management Operation, a Consequence Management Operation, or both?  Who initially assumes command of the incident?  When would command change?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

2. What is the primary and supporting role of the agencies involved?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

3. How should the crime scene be protected?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

4. Since the News station is broadcasting the terrorist message, what steps should be taken to help dispel the fears of the public?  How will you respond to the “self evacuations” initiated by the television broadcast?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

5. Does the city/county have a large mobile Command Post vehicle to be set up for major Incidents?  Where would it be located and who would be there?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

6. When the FBI arrives and sets up their JOC, where would it be located and how will it coordinate with the incident Command Post and the EOC?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

7. What information should be provided to the FBI when they arrive and assume command?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

8.
Since a full scale evacuation of areas downwind of the mall has been ordered as well as a request for all available transportation, what are some of the issues that must be addressed by emergency managers?  By Emergency Medical personnel?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

 BACKGROUND FOR SCENARIO UPDATE #1
The FBI Crisis Management Team has arrived onscene and taken command.  A Joint Operations Center (JOC) has been established upwind from the Mall.  Local and state liaisons have reported to the JOC.  The Charleston EOC has been activated and staffed.  The SEOC has been activated and staffed.

The victims’ symptoms and the number of victims make it clear that there is a role for consequence management, and the Federal Emergency Management Agency (FEMA) has activated its Emergency Response Team—National (ERT-N).

The presence of a nerve agent is established, and Sarin is the prime suspect, although it has not been confirmed by laboratory analysis.  The non-persistency of Sarin means that much of the response effort must occur during the first 6 hours.  Sarin dissipates after 3 to 4 hours in open areas but may linger in confined spaces, creating “hot spots.”  Because the agent has not been confirmed, responders should follow response strategies consistent with persistent agents.

Major arteries in and out of the area are gridlocked.

Because of the large number of casualties, hospitals have run out of the antidote, and a general state of havoc persists.

Triage, referred to in this scenario, is the practice of victim assessment and categorization in which the emphasis is on saving as many victims as possible.  Individuals who are likely to die or require a massive effort to save are assigned a lower treatment priority than individuals who can be treated more expeditiously.

The participants will need to address difficulties associated with decontaminating and treating all of the individuals involved in the deliberate and spontaneous evacuations and those involved in the response, as well as the consequences of failing to do so.

Local response capabilities are overwhelmed.  The participants’ challenge will be integrating Federal, State, and local efforts.  The criminal investigation has the potential to conflict with the humanitarian aspects of the response.

By activating the Federal Response Plan (FRP), FEMA has activated a host of Federal agencies for this incident, including the Environmental Protection Agency (EPA) and the Departments of Health and Human Services (DHHS), Transportation (DOT), and Defense (DOD).  Army chemical experts have been activated to lend their expertise in dealing with chemical agent treatment and decontamination.  Voluntary agencies also are on the scene to provide assistance with family notification and reunification, feeding, and sheltering.

State resources required include National Guard Military Police personnel to augment law enforcement, and provide transportation.

Time:  45 minutes

SCENARIO UPDATE #1

Time

3:30 PM

3:35 PM


Description

The JOC requests that the Federal Aviation Administration (FAA) impose a “no-fly” area over the city. The Yeager Airport Authority announces that all outgoing flights will be delayed pending evaluation of departing passengers to ensure contamination containment.

Public communications throughout the city are overloaded and telephone circuits fail as families and friends call various city agencies looking for information regarding family members.  

Evacuation of selected areas continues.

A preliminary situation report (SitRep) indicates that at least 100 people are dead and another 1,000 in and around the mall are suffering symptoms from the attack.  

There is mounting concern and fear of the potential for additional chemical agent releases in the Civic Center area.  Media reports include rumors of widespread panic. 

The Governor has reviewed the Mayor’s request and consulted with the Director of West Virginia OES, the Superintendent of the State Police, and the Crisis Management Task Force.  The Governor has decided to proclaim a State of Emergency and request the President declare a major disaster in Charleston and Kanawha County.  Pending the President’s decision, the Governor requests the provisions of emergency assistance under the Stafford Act be implemented.

Responders continue to assess protective measures.  Air handling equipment within the mall has been turned off to minimize the spread of the agent.  “Hot spots” are identified inside the ventilation system.  

Responders evaluate containment and decontamination strategies in and around the mall.  The JOC reports that Haz-Mat teams recommend declaring some areas around the release sites safe for reentry, in the belief that vapor or inhalation risk is a threat only in a limited area.

Time

3:45 PM

4:00 PM

4:05 PM
Description

Area hospitals request additional medical personnel, antidote, decontamination personnel, and transportation for less serious patients to hospitals outside the area.

Voluntary agencies request additional food and hygiene supplies as well as information on containment actions to prevent the spread of the chemical agent contamination to clean areas.

The White House receives an updated briefing on the incident, including the status of notification and deployment of Federal regional personnel to the City.

The Kanawha County Public Health Department receives the laboratory report on the tissue samples.  The Public Health Officer reports to the County EOC that they have a positively identified the chemical agent as Sarin.

The Public Health Officer contacts area hospitals and reports the findings of the laboratory.

The County EOC Director reports the finding to the JOC, the City EOC, and the SEOC.  The information is then passed to the appropriate response personnel and elected officials.

The national media obtains the information that the chemical agent involved was Sarin and do live interviews with experts on international terrorism.  Based on what is known of the Charleston incident they make comparisons to other events worldwide and speculate that because of the sophistication of this attack that the responsible group had international assistance.

Additional FBI resources are deployed to the scene.

The Director, Response and Recovery Branch, for the FEMA regional office notifies the Director, West Virginia OES to identify potential locations for a Disaster Field Office (DFO) and provides information that FEMA has activated their Emergency Response Team—National.

Area morgues are overwhelmed.  Requests are being made for additional resources to manage the number of bodies needing to be removed from the incident site.  

West Virginia State Police report that Highways 64, 77, and 79 are completely blocked in both directions disrupting truck traffic into the area, reducing the potential of shipping bodies by truck to other area morgues as well as transporting patients out of the area. 

SCENARIO UPDATE #1:  DISCUSSION QUESTIONS

1. From the Consequence Management standpoint, what will the City’s overall strategy be for managing the consequences of this incident?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

2. What Consequence Management operations must be implemented to respond to the current needs of the citizens and responders?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

3. How will requests for additional resources be prioritized?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

4. From a Crisis Management standpoint would you allow reentry into the area as recommended by the Haz-Mat teams?  Why or why not?  From a Consequence Management standpoint would you allow reentry into the area?  Why or why not?  If the answers are different between Crisis and Consequence Management which would take precedence and why?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

5. What information should you provide to FEMA representatives?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

6. What public information and media concerns should you anticipate?  How will you address those concerns?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

7. Will you respond to the media reports that the attack has international support?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

BACKGROUND FOR SCENARIO UPDATE #2

It is now almost 5 hours after the initial release.  The FBI has established Crisis Management control over the situation.

Casualties are extremely high, with an estimated 100 dead and over 750 casualties exhibiting severe symptoms.  Thousands more are exhibiting minor to moderate symptoms of contamination.

Few additional casualties are expected because Sarin is a non-persistent agent. The additional devices referred to in the phone conversation with the group claiming responsibility have not yet been found.  The government has not responded to the group’s demands so there is still concern that additional releases may occur.

The response has required all of the Charleston’s response forces and most of those available from Kanawha County and the State of West Virginia.  Charleston has requested and received additional resources to support routine emergency operations (e.g., traffic accidents, fire and medical emergencies, etc.).  The trauma of dealing with death on such a wide scale is affecting many of the responders at the scene.  Also, fatigue is setting in as initial responders have not been relieved.

Decontamination is not expected to be a major issue anymore, except to foster public confidence.  Cleanup and restoration of services is expected to last approximately 1 week.

Time:  30 minutes

SCENARIO UPDATE #2

Time
5:30 PM

6:00 PM

7:00 PM


Description
The President declares Charleston and Kanawha County a major disaster, which grants FEMA the authority to implement the FRP and accelerate Consequence Management activities.  In a special statement carried on all networks, the President condemns the terrorist act and promises to capture and prosecute the perpetrators to the fullest extent of the law.

The number of bodies at medical treatment facilities has overwhelmed the city and surrounding morgue facilities.  

Medical facilities report a noticeable drop in the number of additional victims arriving for treatment, but also report that the flow of hysterical and asymptomatic persons is continuing.

Mutual aid from surrounding jurisdictions and neighboring states is continuing, increasing the need for coordination of resources.  FBI and FEMA ERT-N are on site.

The telephone system remains overwhelmed as people from throughout the country try to gain information about the status of friends and family.

Media representatives are broadcasting live from the outer perimeter of the incident scene.

National attention is focused on the city, and the incident is sending shock waves throughout the country.  People nationwide are avoiding public places.

The Incident Commander reports that three additional devices have been found near the Civic Center, rendered safe, and removed from the area.

It is anticipated that the mall and the immediate vicinity will remain closed for at least 1 week while the crime scene investigation and cleanup continue.  Although additional devices were found and rendered safe, there have been no additional calls have been received from group claiming responsibility for the incident; all responders remain in a heightened state of awareness.

Owners and managers of local businesses meet to discuss the economic impact of the incident on their businesses.

Planning for site decontamination, remediation, and cleanup of the incident site is initiated.  Coordination of response efforts will continue until restoration of the incident site is complete.
SCENARIO UPDATE #2 – DISCUSSION QUESTIONS

1. From your jurisdiction’s standpoint how do you integrate mutual aid, state, and federal responders into the response?  How is the coordination of these resources handled? 

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

2. What are the public information requirements at this time?  How will they be addressed?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

3. What actions should be taken to address the resource shortfalls identified in this update?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

4. What issues did this exercise raise for Public Information and media relations?  What specific actions can the city/county take to improve its relationship with the media?  The state?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

5. What can the federal, state, and local government do to assist the business owners in dealing with the economic impacts of this incident?


_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

West Virginia Organization







               Federal JOC Organization








Notes to this chart:

                    Lines of coordination

DEST              Domestic Emergency Support Team


          (Unit may or may not be activated based on

                        incident needs)

JIISE
          Joint Interagency Intelligence Support Element

Media/Legal    Coordination outside of JOC
WRAP-UP DISCUSSION
Time:  30 minutes

Conduct a wrap-up discussion of lessons learned.

1. What are the next steps necessary for the State of West Virginia to be prepared to respond to and recover from a terrorist incident?

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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